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Sticky Note
Definition of Mobile application: includes any device that is both portable and capable of collecting, storing, transmitting, or processing personal information.E.g.: phones, tablets, including the storage media - USB drive, memory stick, etc.Mobile Devices – is identifiable data going on the phone?  Subject Email, phone number? Or a unique one provided by the study? Does it have GPS/locator, email. phone/camera capability? Those are a problem UNLESS it is the subject’s personal phone.Recommend URMC provided phones -
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Inserted Text
 

nconnolly
Sticky Note
What is the source of the application: sponsor, third party vendor? Whose device; is app already downloaded or does SC or Sbj have to download?

nconnolly
Sticky Note
Is IDENTIFIABLE information being transmitted??



nconnolly
Highlight

nconnolly
Sticky Note
EEGs, ECGs, MRIs ECHOs, etc. surveys/assessments done on Zoom, Facetime, home videos of subject 

nconnolly
Sticky Note
If data is being transferred to a hard/portable media, e.g., CD or flash drive,, and shipped, shipping needs to be secure: preferably through a courier, and MUST be signed for on the receiving end.MRI’s – or other imaging may contain phi or metadata – these have to be removed – ask ISD imaging team or Academic IT if the metadata is removedInclude at #5 any pertinent information about security measures  

nconnolly
Sticky Note
Text messaging is very sensitive; not secure, potential for PHI to be transmitted Texting – whose device is being used? !! No open texting! Texts must be IRB approved unless very vague reminders about appts, or links Preferably one-way communication. You text Subj, Subj calls you.
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7. Will messages be limited to appointment reminders? Yes  No 
8. Will messages be limited to survey links?                  Yes  No 
9. Is the communication one-way or t

o
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nconnolly
Sticky Note
OTHER:Patient Recruitment -third party vendorElectronic Adjudication System (panel that you send Subj info to, they decide if eligible)Any other device or electronic system not already mentioned.  CALL OUT ALL DEVICES/SOFTWARE ON THE FORM 

nconnolly
Sticky Note
Key here :processed and stored - really should say "processed or stored"IF it being tranmsitted via web/internet you are NOT storing it. 
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Highlight
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6. Provide any additional information:         
 

PART C �± 

nconnolly
Highlight

nconnolly
Sticky Note
As sponsor; if UR entity, refer to the policies listed here. If you have the answer, put it in here. Good place for a template: "The epilepsy research office will have only paper copies of PHI (the enrollment log) and study visit data, which will be kept on site for about 6 months to a year following closure othe study site, then sent to Iron Mt. Document Storage Co. for secure storage until the sponsor approves destruction or 7 years, which ever is longer. No electronic study data will be saved on URMC computers."  For the ECG's IQIVA states: "After study database is locked, final data will be transferred to sponsor, a copy of the data will be retained at IQVIA for 10 years, as per IQVIA SOPs"
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Yes   N/A as no third-party technologies are being used. 
 
If yes, provide links to all terms of service:        
 
 
Name:                                                            Date:                                                            
 

 
 


